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PRIVACY POLICY

On January 1, 2004 the new Personal Information Protection and Electronic Document Act (PIPEDA) came into effect to outline the precise treatment of how Co-operatives and other business corporations must handle personal identifiable information in their possession. The new privacy laws are extensive and place certain restrictions and obligations on Co-operatives; and, how Co-operatives process the personal information of their members and applicants.  It also applies to the information that we have collected in the past as well as the information that we will collect in the future.

The personal information that we have on file was used as a criterion to determine eligibility for housing. The information will be shared with outside governmental agencies and corporations that have a vested financial interest in our corporation.

Your personal information will be kept in a secured and locked file cabinet, which will be kept in the corporations on site office. Personal information no longer deemed necessary will be destroyed by ways of shredding. You have the right to see the personal information that we have on you as well as the right to have any misinformation corrected.

Some of the new obligations include the appointment of a privacy officer and the development of a privacy policy which sets out how personal information must be treated within the Co-operative; and guidelines for handling complaints about the collection, use or disclosure of such personal information. 

PRIVACY PRINCIPLES
To guide us in protecting your privacy, ABC Housing Co-operative follows these 10 principles based on those created by the Canadian Standards Associations, which are now indoctrinate in the Personal Information Protection and Electronic Document Act.

1. ACCOUNTABILITY

The board has chosen a Privacy Officer. This person makes sure we are following ABC Co-op’s Privacy Principles.

2. IDENTIFYING PURPOSES

Before or at the time, we ask you for personal information, we will tell you the reason for collection. The Corporation will maintain a Personal Information File indicating the nature of the information collected; and, the legal authority to do so, the individuals in the file and the office of responsibility.

3. CONSENT

We must have your knowledge and consent for the collection, use or disclosure of your personal information. Consent must be obtained from an applicant for membership to collect, use and disclose personal information given on a rental application or any time a new use and/or disclosure is identified during the tenure of the residency. 

4. LIMITING COLLECTION 

The collection of personal information is limited to the purposes we have identified to you. The Corporation will collect only that personal information for which it has a legal authority to do so. Information not expressly required for the operations of the department must not be collected. If information is collected from anyone other than the individual, the individual must be informed. The individual must give express consent if the information is to be used for purposes other than for what it was collected.

5. LIMITING USE, DISCLOSURE, AND RETENTION 

We will only use or disclose your personal information with your consent (or as required by law); and, we will only keep your information as long as needed for its identified purposes, records are destroyed after seven years.

6. ACCURACY

We will keep your information accurate, complete, and up to date. The Corporation must correct your personal information if you request it, or make a note beside your personal information showing the correction you requested.

7. SAFEGUARDS

We will protect your information with appropriate security safeguards. The Corporation will make reasonable security arrangements to protect your personal information from unauthorized access, use or disclosure.

8. OPENESS

We will make specific, understandable information readily available to you about ABC Co-op’s personal information policies and practices.

9. INDIVIDUAL ACCESS

When you request it, we will give you access to the existence, use, and disclosure of your information. You are entitled to question its accuracy and completeness and its uses. We would never disclose personal information unless we are sure of the identity of the requester and that person's right of access. We will record the date of receipt of the request for the information.

10. CHALLENGING COMPLIANCE 

We will develop simple and easily accessible complaint procedures; this will be your avenue for recourse. These include our own complaint procedures, those of industry associations, regulatory bodies and the Office of the Privacy Commissioner of Canada. All complaints received will be investigated. We will take appropriate measures to correct information handling practices and policies. 
PERSONAL INFORMATION

Personal information is information that refers to you specifically.  With your consent, personal information may be gathered from you personally, over the telephone, through the mail or over the internet.  The information most often collected and maintained in your customer file includes:

Personal Residents
· Name

· Mailing address

· E-mail address (if applicable)

· Telephone number

· Social Insurance Number

· Date of Birth

· Drivers License Number

· Place of Employment

· Annual Income

· Credit History

· Previous Landlord History

· Health Information (as permitted by law in the delivery of social housing services)

· Other information as required for processing procedures in accordance with standard policies and permission granted from you.

Business Customers

· Business Name

· Business Address

· Federal Business Number

· Business Telephone

· Name(s) of Owner(s), Officer(s) and/or Director(s)

· Credit History

· Financial Status

The choice to provide personal or business information is always yours.  In financial or housing dealings, however, your decision to withhold details may limit the services we can provide and make it more difficult for us to advise you or suggest appropriate alternatives.

If we are unable to accommodate your request based on the information provided, we may ask for additional details to identify other ways to be of assistance.  In certain instances, we may maintain files containing customer contact history, which is used for inquiry purposes.
Anonymous / Non-Personal Information

We also routinely collect anonymous/non-personal information, or information that cannot be associated with or traced back to specific individuals or business entities.  We also periodically gather anonymous information from customer surveys and draw demographic information from existing files and from external databases such as Statistics Canada for analytical purposes.
EXCEPTIONS TO SECTION 7 OF THE PERSONAL INFORMATION PROTECTION AND ELECTRONIC DOCUMENT ACT (PIPEDA) 

CONSENT AND ACCESS PRINCIPLES

We may collect personal information without your knowledge or consent only:

· If it is clearly in the individual's interests and consent is not available in a timely way; 

· If knowledge and consent would compromise the availability or accuracy of the information and collection is required to investigate a breach of an agreement or contravention of a federal or provincial law; 

· For journalistic, artistic or literary purposes; 

· If it is publicly available as specified in the regulations. 

We may use personal information without your knowledge or consent only:

· If we have reasonable grounds to believe the information could be useful when investigating a contravention of a federal, provincial or foreign law and the information is used for that investigation; 

· For an emergency that threatens an individual's life, health or security; 

· For statistical or scholarly study or research (the organization must notify the Privacy Commissioner of Canada before using the information); 

· If it is publicly available as specified in the regulations; 

· If the use is clearly in the individual's interest and consent is not available in a timely way; or 

· If knowledge and consent would compromise the availability or accuracy of the information and collection was required to investigate a breach of an agreement or contravention of a federal or provincial law.

We may disclose personal information without your knowledge or consent only:

· to a lawyer representing the organization; 

· to collect a debt the individual owes to the organization; 

· to comply with a subpoena, a warrant or an order made by a court or other body with appropriate jurisdiction; 

· to the Financial Transactions and Reports Analysis Centre of Canada (FINTRAC) as required by the Proceeds of Crime (Money Laundering) and Terrorist Financing Act; 

· to a government institution that has requested the information, identified its lawful authority to obtain the information, and indicates that disclosure is for the purpose of enforcing, carrying out an investigation, or gathering intelligence relating to any federal, provincial or foreign law; or suspects that the information relates to national security, the defense of Canada or the conduct of international affairs; or is for the purpose of administering any federal or provincial law; 

· to an investigative body named in the Regulations of the Act or government institution on the organization's initiative when the organization has reasonable grounds to believe that the information concerns a breach of an agreement, or a contravention of a federal, provincial, or foreign law, or suspects the information relates to national security, the defense of Canada or the conduct of international affairs; 

· if made by an investigative body for the purposes related to the investigation of a breach of an agreement or a contravention of a federal or provincial law; 

· in an emergency threatening an individual's life, health, or security (the organization must inform the individual of the disclosure); 

· for statistical, scholarly study or research (we will notify the Privacy Commissioner before disclosing the information); 

· to an archival institution; 

· 20 years after the individual's death or 100 years after the record was created; 

· if it is publicly available as specified in the regulations; or 

· If required by law. 

EXCEPTIONS TO ACCESS (SECTION # 9)

We can refuse you access to personal information:

· If it would reveal personal information about another individual* unless there is consent or a life-threatening situation; or 

· If the organization has disclosed information to a government institution for law enforcement or national security reasons. Upon request, the government institution may instruct the organization to refuse access or not to reveal that the information has been released. The organization must refuse the request and notify the Privacy Commissioner of Canada. The organization cannot inform the individual of the disclosure to the government institution, or that the institution was notified of the request, or that the Commissioner was notified of the refusal. 

We may refuse access to personal information if the information falls under one of the following:

· Solicitor-client privilege 

· Confidential commercial information* 

· Disclosure could harm an individual's life or security* 

· It was collected without the individual's knowledge or consent to ensure its availability and accuracy, and the collection was required to investigate a breach of an agreement or contravention of a federal or provincial law (the Privacy Commissioner of Canada must be notified) 

· It was generated in the course of a formal dispute resolution process 

* If this information can be removed, we must release the remaining information.

QUESTIONS, CONCERNS AND COMPLAINTS
If you have any questions about the privacy policies in this document or have a concern or complaint about privacy, confidentiality or the information handling practices of ABC Co-op, you may call or write to 


The Privacy Officer, 


ABC Co-op., 


1234 Housing Street,

 
Toronto, Ontario M1C 4B4


Tel: 416-789-5678   Fax: 416-789-4567.

You may also contact the Office of the Privacy Commissioner of Canada, 112 Kent Street, Ottawa ON  K1A 1H3   (613) 995-8210 or toll-free 1-800-282-1376.
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